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06 yrBepxknernu IIpaBui mpoBeeHUss MOHUTOPHHTA 00ecTedeHN HH(POPMAITHOHHOH
6e30macHOCTH 00BEKTOB HH(POPMATH3ALMH "IIIEKTPOHHOTO MPABUTEIHCTBA" U KPUTHIECKA
Ba)XHBIX 00BEKTOB HH()OPMAIMOHHO-KOMMYHHKAITMOHHOH HHPPaCTPYKTYPHI

[Ipuka3z MuHucTpa OOOPOHHONM M a’POKOCMUYECKON MPOMBIIUIEHHOCTH PecnyOinku
Kazaxcran ot 28 maprta 2018 roga Ne 52/HK. 3apeructpupoBan B MUHUCTEPCTBE FOCTUIIMU
Pecny6sinku Ka3zaxcran 7 urons 2018 romga Ne 17019.

B cootBerctBumM ¢ moamynktom 7) cratbu 7-1 3akona Pecnybnuku Kazaxcran "O6
uadopmarmzanun" IIPUKA3BIBAIO:

Cnocka. [IpeamOyna - B penakiuu npukaza MuHucTpa u@poBoro pa3BUTHs, MTHHOBALIMI
U a’pokocmudeckoit npomeinuieHHocTH PK ot 27.10.2022 Ne 399/HK (BBOIUTCS B I€HCTBUE
110 UCTEYEHUH JIECATH KaJCHIAPHBIX JHEW MOCJe AHS €ro MepBoro opuiruanIbHOro
OITyOJIMKOBAHUS).

1. YTBepauts npunaraemeie [lpaBuiia mpoBeleHUS MOHUTOPHUHIA OOECIEUEHUS
nHQOpMallMOHHON  0€30MacCHOCTH  O00BEKTOB HMHPOpPMATH3AIMU  "IJIEKTPOHHOIO
MPaBUTEILCTBA" U KPUTHUUECKU BAXKHBIX OOBEKTOB MH(GOPMAIIMOHHO-KOMMYHUKAIIMOHHOM
UHOPACTPYKTYPBHI.

2. Ilpu3HaTh yTpaTUBIIUM CHIIY MPUKA3 MUCHOJHSIOUIEro 00s3aHHOCTH MUHHCTpa 1O
WHBECTUIIUAM U pa3Butuio PecnyOmmku Kazaxcran ot 26 sHBaps 2016 roma Ne 66 "O6
yTBepKaeHun [lpaBun mnpoBefeHUss MOHUTOpPUHTra obecrnedeHuss HHGOPMALMOHHOM
0€30MacHOCTH, 3alUThl U Oe30macHoro (GyHKIMOHUPOBAHUS 00BEKTOB MH(pOpMaTuzanuu "
AJIEKTPOHHOTO MPABUTENBCTBA" (3aperucTpupoBan B Peectpe rocyapcTBeHHOM perucTpaiuu
HOPMAaTHBHBIX MpaBOBbIX akTOB 3a Ne 13178, omyOmukoBan 10 mapra 2016 roma B
nH()OPMAITMOHHO-TIPaBOBOM cucteme "Oinet").

3. Komutery no mndopmanroHHoi O6e3omacHOCTH MuHHCTEpCTBAa 0OOOPOHHOU U
a’POKOCMHUYECKON mpoMbiniuieHHOCTH PecnyOonuku KaszaxctaH B yCTaHOBICHHOM
3aKoHOAaTeNhCTBOM Pecnybnuku Kazaxcran nopsijake o0ecrneunTh:

1) rocy1apcTBEHHYIO PETHCTPALIMIO0 HACTOSALIErO MpHKa3a B MUHUCTEPCTBE FOCTULIMH
Pecny6iiuku Kazaxcran;

2) B T€UEHUE ACCATH KaJEHJAPHBIX AHEU CO JIHS TOCYJapCTBEHHOW PErucTpaiuu B
MunuctepctBe toctuiiuu PecnyOnuku KazaxcTan HacTosIero npukasza HampaBJeHUE €ro
KONMUMU B OyMaXXHOM M DJEKTPOHHOM BHJE Ha Ka3aXxCKOM M PYCCKOM S3bIKax B
PecnyOnukaHckoe rocyJapcTBEHHOE MNpPEANpUsATHE Ha IMpaBe XO3SICTBEHHOro BeaeHUs
PecniyOnukanckuil LieHTp mpaBoBOM MHPopManuu" ajig opUIMATIBLHOTO OMyOJIMKOBAaHUS U
BKJTFOYCHHSI B DTAJIOHHBIN KOHTPOJIbHBIA OAHK HOPMATHUBHBIX MPABOBBIX aKTOB PecryOnmku
Kazaxcran;



3) B TeUEHHE NECATH KaJ€HIApPHBIX JHEH IOCI€ rOCyJapCTBEHHON pEerucTpanuu
HACTOSIIEro MpHUKa3a HamNpaBJIE€HHE €ro KOMUM Ha oduIMasbHOE OMyOJMKOBAaHHE B
IIEPUOANYECKHE NTIEYATHBIEC U3JaHNUs;

4) pa3MellieHHe HAaCcTOSIIIEro MpUKa3a Ha MHTEpHET-pecypce MuHucTepcTBa 000POHHON 1
a’pokocMudeckoil mpomeinuieHHOCcTH PecmyOnuku Kazaxcran mocie ero opunuanibHOro
OITyOJIMKOBAHUS;

5) B TeueHHE JIeCITH pabounXx AHEH Mociie TOCYJapCTBEHHON perucTpanuu HacTOSIIEro
npukaza B MunucrepctBe roctunuu PecnyOnuku Kazaxcran mpeacraBieHHe B
KOpuanueckuit genmapramMeHT MuHUCTEpCcTBAa OOOPOHHOW M a3POKOCMHYECKOM
npombinieHHocTH Pecnyonuku Kaszaxctan cBegaeHuid 00 HCIONHEHUW MEPOIPHUATHHM,
MPeIyCMOTPEHHBIX MOANYHKTaMu 1), 2), 3) u 4) HacTOALIErO MyHKTA.

4. KoHTpOJb 32 HCHOJHEHUEM HACTOSLIEr0 MPUKa3a BO3JOKHUTh Ha KYypHPYIOIIETO
BHUILIE-MUHHUCTpa 00OPOHHOM 1 aspokocMudeckoi npomeinuieHHocTH Pecy6nuku Kazaxcran.

5. Hacrosimuii npruka3 BBOAUTCA B JEUCTBUE MO UCTCUCHUH JECIATU KAJICHAAPHBIX THEN
1ocJie JHS €ro NEPBOro OPUIIMAIBHOTO OMyOIUKOBAHMS.

Munnctp 060poHHOIH
H a3POKOCMHYECKOH MPOMBIIIJIEHHOCTH b. AramkyinoB

Pecrry6mnkn Kazaxcran
"COI'’/TACOBAHO"
IIpencenarens Komurera
HAIIMOHAJIHLHOM 0€30I1aCHOCTH
Pecnyonuku Kazaxcran
K. Macumos
o 2018 roga

YTBepKIEHbI
MIPUKA30M
MuHucTpa 000pOHHOM
U a3POKOCMHYCCKON MPOMBIIIICHHOCTH
Pecny6nmkn Kazaxcran
ot 28 mapta 2018 roma Ne 52/HK

IIpaBuia mpoBeAeHN MOHUTOpHHTA 00ecnedeHA HH(POPMAIIHOHHOH 6€30IMacHOCTH 00HEKTOB
AHPOPMATH3AMNH "3JIEKTPOHHOTO TIPABHTENECTBA" M KPUTHIECKH BAXKHBIX 00BEKTOB

AH(OpMAIMOHHO-KOMMYHHKAIMOHHOH HHPPACTPYKTYpHL

CHocka. [IpaBuna B penakiuu npukaza Munuctpa udpoBoro pa3BUTHs, UHHOBAIUN U
aspokocmudeckoit npombinieHHOCTH PK ot 13.08.2019 Ne 195/HK (BBOAMTCS B JIeCTBHE C
20.09.2019).

I'masa 1. O0mIue moIoXeHHs

1. Hacrosmue IlpaBuna mpoBeeHHs MOHUTOPUHTA oOecrieyeHus] NHPOPMAIIHOHHOM
0e30nacHOCTH 00BEKTOB MH(OPMATU3ALMH "3JIEKTPOHHOTO MPABUTENbCTBA" U KPUTHUECKU



BOXHBIX O0BEKTOB HWH(POPMAIIMOHHO-KOMMYHUKAIIMOHHON HHOPACTPYKTYpHl (manee —
[IpaBuna) pa3paboTanbl B COOTBETCTBUU C MOAMYHKTOM 7) cTtatbu 7-1 3akoHa PecmyOmuku
Kazaxcrtan "O06 undpopmaruzanuu" (naisee — 3aKOH) U ONMPEIEISIOT TMOPSIOK MPOBEACHUS
MOHUTOPHUHTA obOecrnieueHus: HHPOPMAITMOHHON 0€30MacHOCTH 00BEKTOB MH(popMaTH3auu "
DIIEKTPOHHOT O npaBUTEIbCTBA" " KPUTUYECKHU BAJKHBIX 00BEKTOB
MH(GOPMAIIMIOHHO-KOMMYHUKAIIMOHHON HHPPACTPYKTYPBHI.

CHocka. [Tynkr 1 - B pepakuuu npukaza Munuctpa nuudpoBoro pa3Butus, THHOBALIUM U
aspokocmudeckon nmpomeiuieHHocTH PK ot 27.10.2022 Ne 399/HK (BBOIUTCS B IeCTBHE 10
UCTCUYCHHH JISCATH KaJICHIAPHBIX JTHEH MTOCIIE JTHS €ro MepBOT0 OPHUITHATHEHOTO
OnyOJIMKOBaHUS ).

2. B mHacrosmux [IpaBriiax HCHIONB3YIOTCS CIICTYIONTUE TIOHSITHS M COKPAIICHUS:

1) oOBexThl WHpOpPMATH3AMUN — DJICKTPOHHBIE HH()OPMAIMOHHBIE PECYPCHI,
nporpaMMHoOe oOeclieueHre, UHTEPHET-pecypc U HH(POPMaIMOHHO-KOMMYHHKAIIMOHHAS
UH(DpaCTPyKTypa;

2) Brajnenel o0beKTOB HH(DOPMATH3ALNHN — CYOBEKT, KOTOPOMY COOCTBEHHUK OOBEKTOB
WHPOpPMATU3AIMM TPEJOCTABUI TMpaBa BIAJACHUS © IOJB30BAHUSA OOBEKTaMHU
nH(pOpMaATH3aLUU B ONIPEICTCHHBIX 3aKOHOM WJIU COTJIAIICHUEM Mpeesiax U MOPsIKe;

3) ysa3BUMOCTb 00BEKTa WMH(pOpMATH3AIUM — HEJAOCTATOK B MPOTPAMMHOM WJIU
ammapaTHOM oOOecTleYeHuu, OOYyCIaBIMBAIONIAA BO3MOXKHOCTh HAPYIIEHHUS €ro
paboTOCOCOOHOCTH, JIUOO BBHIMOTHEHUSI KAKUX-TMOO HECAHKIIMOHUPOBAHHBIX JACHCTBUN B
00X0]1 pa3penieHn, yCTAHOBJICHHBIX B TIPOrPAMMHOM WJIU allapaTHOM 00eCIIeueHNN;

4) TexHU4ecKas JOKyMEHTAIUs 0 HHPOPMaIMOHHON 0€30MacHOCTH — JIOKYMEHTaIIHs,
yCTaHABIMBAIOIIasl TMOJHUTHKY, MpaBujia, 3alUTHBIE MEpPHI, Kacalolluecs MPOIECCOB
oOecrieuenust nuHpopmaimonHou 6e3omacuoctu (nanee — Ub) 00bexToB nHDopMaTH3anuu u (
WJIM) OpraHu3aluy;

5) cuctema yrpaBieHus COOBITUAMUA WH(DOPMAITMOHHON 0€30MaCHOCTH — MPOTPAMMHOE
oOccrieueHUE WM allapaTHO-IPOTPAMMHBIM  KOMIUIEKC, TIpeIHa3HAYCHHBIC IS
aBTOMATU3UPOBAHHOTO BBISBICHUS COOBITHH WH(DOPMAITMOHHON 0€30MaCHOCTH ¥ HHITHICHTOB
uH(GOPMAIIMOHHON 0€30MaCHOCTH IMyTeM cO0opa U aHajIu3a KypHAJIOB PETUCTPAIIMN COOBITUI
0o0BbeKTa HH(POpPMATU3ALINH;

6) areHT CUCTEMBbI yIpaBIIeHUS COOBITUSMU WH(POPMAIMOHHONW OE30MaCHOCTU —
MporpaMMHOE oOOecTeYeHne, yCTaHaBJIMBAaeMOE Ha cepBepHOe OOOpyJ0BaHHE OOBEKTa
uHdopMaTH3auu st cOopa KypHaJIOB PETUCTPAIIUU COOBITHIA;

7) coObiTe nHGOPMAITMOHHON 0€30MaCHOCTH — COCTOSIHUE 00BEKTOB MH(OpMATHU3aLINH,
CBUJICTEIHCTBYIONIEE O BO3MOKHOM HAPYIICHUU CYIICCTBYIOIIEH MOJIUTHKNA 0€30MMacHOCTU
100 O MpeXkie HEM3BECTHOW CUTYallMU, KOTOPask MOXKET UMETh OTHOIIIEHUE K O€30IaCHOCTH
o0BbeKTa HHPOpPMATH3AIIHH;

8) ymoiaHOMOYEHHBIN opraH B cdepe odecrieueHUss HHGOPMAIIMOHHON 0e301macHOCTH (
Jnajiee — YHOJIHOMOYEHHBIM OpraH) — IEHTPAJbHBIM WCIOJHUTEIbHBIA Opra,



OCYIIECTBISIONINI PYKOBOACTBO U MEXKOTPACIEBYIO KOOPAMHAIMIO B cepe odecrieueHus
nH(pOpMaIIMOHHOM 0€30MaCHOCTH;

9) cucrtema MoHUTOpHUHTA oOecrieueHUss WHPOPMAIMOHHONW 0€30MacHOCTH —
OpraHW3allMOHHBIE W TEXHUYECKHUE MEpOIpUATUs, HaIlpaBJICHHbIE Ha IMPOBEJCHUE
MOHUTOPHUHTAa O€30MacHOTO HWCIOJIh30BaHUA HWH(POPMAITMOHHO-KOMMYHHUKAITHOHHBIX
TEXHOJIOTUH;

10) omepatuBHbIM 1HeHTp uHbOpManMoHHOU Oe3omacHoctu (manee — OLIUB) —
IOpUANYECKOE JIUIO WM CTPYKTypHOE TOJpa3jefeHne IOpUANYECKOro JIUIIa,
OCYIIIECTBIISAIONIEE JIEITEIBbHOCTh MO 3aIlUTE AJIEKTPOHHBIX MH(POPMAIMOHHBIX PECYPCOB,
MH(OPMAITMOHHBIX CUCTEM, CETEH TEICKOMMYHHKAIIUN U IPYTUX 00BEKTOB HH(POpMATU3AIINH
5

11) nnuuaeHT nHGOPMAIMOHHON 0€30MaCHOCTH — OTJAEIBHO UM CEPUIHO BOZHUKAIOIINE
cobou B paboTe HHPOPMALIMOHHO-KOMMYHUKAIIMOHHON UHPPACTPYKTYPHl WIIM OTAEIBHBIX €€
00BEKTOB, CO3/IAI0IIME YIPO3y UX HaJjIexaneMy (PyHKIMOHUPOBAHUIO U (WJIM) YCIIOBHS IS
HE3aKOHHOTO TMOJY4YeHHUs, KOMMPOBAHUs, PACTIPOCTPAHEHUS, MOIUDUKAIINN, YHUUTOXKCHUS
WU OJIOKUPOBAHUS JIEKTPOHHBIX HH(OPMAIIMOHHBIX PECYPCOB;

12) rocynapctBeHHas TexHudeckas ciayxb6a (mamee — AO "I'TC") - akumonepHoe
o011ecTBO, co3manHoe o pemieHuto [IpaBurenscrBa Pecy6nuku Kazaxcran;

13) xputudyecku BaKHbIE OOBEKTHI HHOOPMAIMOHHO-KOMMYHHUKAIIMOHHOMN
UHPPACTPYKTYphl — OOBEKThl HHPOPMAIMOHHO-KOMMYHUKAIIMOHHOW HH(PPACTPYKTYPHI,
HapyIICHUE WIN TpeKpanieHue (QyHKITMOHUPOBAHUS KOTOPBIX MPUBOIUT K HE3aKOHHOMY
coopy u 00pabOTKe MEepCOHATBHBIX JAHHBIX OTPAaHMYEHHOrO JOCTYNa U WHBIX CBEICHUH,
COJICpKAIlUX OXPAHAEMYI0 3aKOHOM TailHy, Ype3BbIYaHON CUTYyalluu COLIMATBHOTO U (WJIN)
TEXHOTEHHOT'O XapakTepa WA K 3HAYUTEIbHBIM HETaTUBHBIM TOCIIEICTBUIM JIJii 0OOPOHBI,
0€30IMacCHOCTH, MEKTyHAPOIHBIX OTHOLIEHUM, YKOHOMUKH, OTJIETBbHBIX cep X03iCTBa UIN
JUTSL )KU3HENIESITENIbHOCTH HACEIEHUs, TPOKUBAIOIIETO HA COOTBETCTBYIOINICH TEPPUTOPUH, B
TOM uucie HUHPPACTPYKTYpPhl: TEIJIOCHAOXKEHUS, JJICKTPOCHAOXKEHUS, Ta30CHAOXEHUS,
BOJIOCHA0XEHHS, MNPOMBIIUIEHHOCTH, 3JPaBOOXPAHEHUSA, CBS3U, OAHKOBCKOU cdepsbl,
TPAHCIOPTa, TUAPOTEXHUYECKUX COOPYNKEHUU, MPaBOOXPAHUTEIbHOU HAesITeNbHOCTH,
AIEKTPOHHOTO ITPABUTENILCTBA'

14) xypHanupoBaHue COOBITUN — MPOIECC 3aMUCHU UHPOPMAIIUU O TTPOUCXOISIIUX C
00beKTOM HHGOpPMATHU3ALMU TPOTPAMMHBIX WM aNlapaTHhIX COOBITHSAX B JKYypHAal
perucTpanuu coObITHI;

15) cucrema cbopa KypHaJIOB PETHCTpallii COOBITUM — ammapaTHO-NPOrpaMMHBIN
KOMIUIEKC, 00€CTICUnBAIONIUN TICHTPATM30BAaHHBIN COOp JKYpPHATIOB PETHCTPAIMH COOBITUN
00BEKTOB MH(POPMATU3AIMH, UX XPAHEHHUE U JAIbHEHIIYIO Nepeiady B CUCTEMY YIIpPaBIEHUS
COOBITHSAMU WH(HOPMAITMOHHON 0€30TIaCHOCTH;

16) 06bexThl MHMOpPMATU3AIUU "PIIEKTPOHHOrO MpaBuTenascTBa" (nanee — OU III) —
rOCyJIapCTBEHHBIE AJIEKTPOHHBIE MH()POPMAIIMOHHBIE PECYPCHI, TPOTPaMMHOE OOECIeueHUE



roCyJapCTBEHHBIX OpPraHOB, MHTEPHET - PECypc TOCYJapCTBEHHOIO oOpraHa, OOBEKTbHI
MH(}OPMATMOHHO-KOMMYHHUKAIMOHHOW HHPPACTPYKTYPHI "IJIEKTPOHHOTO NMPABUTENLCTBA", B
TOM 4HuCJe 00BEKThl MH(pOpPMATHU3AIMN UHBIX JIUI, PEIHA3HAUYCHHBIC NI (OPMUPOBAHUS
roCy/IapCTBEHHBIX  JJIEKTPOHHBIX HH(MOPMALMOHHBIX PECYpPCOB, OCYILIECTBICHUS
rOCy/IapCTBEHHBIX (DYHKIMN U OKa3aHUs rOCYJapCTBEHHBIX YCIYT;

17) MoHuTOopuwHTr obecrniedeHuss WHPOPMAITMOHHOW 0€30MacHOCTU OOBEKTOB
uH(popMaTtuzauuu "3JIE€KTpOHHOro mnpaBurenbcTBa" (manee — MOWDB) — orcnexuBanue
MOJTHOTHl M KayecTBa pealu3alud COOCTBEHHHMKaAMU W (MJIM) BIAJEIbllaMUd OOBEKTOB
uH(popMaTH3auuKu "3JIEKTPOHHOTO MPABUTENIbCTBA" TEXHUYECKHX M OpPraHU3allMOHHBIX
Mmepomnpusatuit o obecnieuennio b OU D11 mocpeacTBoM BBISIBICHUS yTPO3 U UHITUICHTOB
Hb;

18) apXuTEeKTypHBIN MOPTAI "IIEKTPOHHOTO MPABUTENHCTBA" — 00BEKT HHPOPMATH3AINH,

NpeIHa3HAYEHHBIN I OCYIIECTBICHUS y4eTa, XpaHEHUsl U CUCTeMaTH3aluu CBeAeHU 00
o0BeKTax MH(OpPMATU3ALKUH "IIIEKTPOHHOTO PABUTENBLCTBA", ApXUTEKTYPbI "3JIEKTPOHHOTO
PaBUTENIBCTBA" B LENSX NATBHEHIIEr0 MCHOJIb30BAHUS TOCYIapCTBEHHBIMUA OpraHaMu st
MOHUTOPHUHTIA, AaHAJIM3a U IJIAHUPOBaHUs B chepe MHPOpMATU3ALUY.

CHocka. [Tynkr 2 - B pegakiuuu npukaza Munuctpa 1iu@poBoro pa3BUTHs, HHHOBAIIMHA
a’pokocmuyeckoi npomeinuieHHocTH PK ot 27.10.2022 Ne 399/HK (BBOaUTCS B I€CTBUE 110
UCTEUYEHUH JIECATH KaJECHIAPHBIX JHEU MMOCTe AHS €ro MepBoro opuuuagibHOro
OITyOJIMKOBAHU).

3. MOUB mporoautcst AO "I'TC", peanusyromum 3anauu v GpyHkiuu HarmponanbHOTO
KOOPJIWHAIIMOHHOTO IIeHTpa wuHdopmanuoHHoi Oe3omacHoctu (nmamee — HKIIUB), B
COOTBETCTBUHM C OAMYHKTOM 15) mynkta 1 crateu 14 3akona, mocpenctsom cucteMbl MOWb
HKIHWB u BxIrouaet B ce0s clieTyromue BUIbI padoT:

MOHUTOPHUHT pearupoBaHus Ha UHUUACHTHI Ub;

MOHUTOPUHT 00€CTI€UEHUS 3alUThI;

MOHUTOPHUHT o0ecreueHus 6€301macHOro PyHKIMOHUPOBAHMUS.

CHocka. [IyHKT 3 ¢ ©3MEHEeHneM, BHECEHHBIM TPHKa30M MuHHCTpa HU(PPOBOTO pa3BUTHUS
, ”HHOBallMi U aspokocMuueckoi rmpombiiiuieHHOCTH PK oT 27.10.2022 Ne 399/HK (
BBOJIMTCS B JIEMCTBUE IO UCTEUEHUU AECCATU KAICHAAPHBIX JHEN MOCIE JTHS €T0 IIEPBOTO
Oo(HUIIUATIEHOTO OITyOTMKOBAHUS).

4. Oobekramu MOUD sBIIsAIOTCS BBEIEHHBIE B MPOMBIILIEHHYI0 3KcmutyaTanuto O 311,
B ToM umciie oTHeceHHblie K KBOWKMU, 3a uckioueHueM:

ANEKTPOHHBIX MH(POPMAIMOHHBIX PECYPCOB, COAEPKAIUX CBEACHUS, COCTABISIOIINE
rOCyJIapCTBEHHBIE CEKPETHI;

MHPOPMAIUOHHBIX CHUCTEM B 3alIUIIEHHOM HCIOJHEHUHU, OTHECEHHBIX K
rOCyJJapCTBEHHBIM CEKpPETaM;

0o0bexToB MHPopmaTuzanuu HaumonanbHoro 6anka Pecnybnuku Kazaxcran, He
uHrerpupyemsix ¢ OU OI1.



5. MOUB o6bexToB nHpopmaruzanuu D11 mpoBOAUTCS MO OJHOMY H3 CIIEIYIOIIUX
BApUAHTOB:

1) mo omHOMY BHIY PaboOT;

2) 1O HECKOJIbKUM BHUaM padoT;

3) B ITOJIHOM COCTaBE BUOB padoT.

6. MOUB OU 3JII, orHecennbix k KBOUKMH, ocymiecTBisieTcsi Ha OCHOBaHUU
JIOTOBOPHBIX OTHOIIEHUM Mexay KomureroM HanumoHanbHOM Oe3omnacHocTu PecmyOnuku
Kazaxcran (manee — KHb PK) u AO "I'TC".

CHocka. I[TyHkT 6 - B pepakuuu npukaza Munuctpa nudpoBoro pa3BuTus, THHOBALUM U
a’pokocMuyeckoi mpomeituieHHOCTH PK o1 27.10.2022 Ne 399/HK (BBOAMTCS B IEHCTBHE 11O
UCTEUEHUHU JISCATH KaJeHIAPHBIX JHEU MOcye JHS ero MepBoro opuiuagibHOro
omnmyOJMKOBaHUA).

I'naBa 2. ITopsinox mpoBeICHAS MOHUTOPHHTA 00ecredeHAs HHPOPMAIOHHOH 6€30I1acCHOCTH
00BexTOB HHPOpPMAaTH3aMH "3IEKTPOHHOTO IPaBHTEIHCTBA"

7. AO "T'TC" nns npoBenenus MOUDB B kauecTBe nepBUUHON MH(DOPMAIIUU UCTIONB3YET
cBeneHust 00 00bekte MOUDB 13 apXUTEKTYpHOTO nopTraja "3ineKTPOHHOIO MpPaBUTENIbCTBA",
a TaKXe CBEJCHHUs, NOJYYECHHBbIE HaA JTanax NPOBEICHUS HCIBITAHUM CEPBUCHOTO
MPOrpaMMHOTO  MPOJAYKTa, HH(DOPMAIMOHHO-KOMMYHUKAIMOHHON  MIATPOPMBI
AJEKTPOHHOTO IPAaBUTENbCTBA", HWHTEPHET-pECypca TOCYJApPCTBEHHOTO OpraHa u
MHPOPMALIMOHHONW CHUCTEMbl Ha COOTBETCTBUE TpPeOOBaHUSAM HHPOPMAIIMOHHOU

"

oe3omacHoctu (nanee - Mb), Bkaroygas:

1) mepedyeHb NPOrpaMMHBIX U TEXHUYECKUX CPEIICTB;

2) cxeMbl ceTel TeIEKOMMYHUKAITUH;

3) KOHTPOJBHBIE CYMMBI UCXOJHBIX KOJIOB H/WIH (DailIoB TPOTrpaMMHBIX CPEJICTB;

4) cTpyKTyphl 023 TaHHBIX.

CHocka. [TyHKkT 7 ¢ u3BMeHeHUeM, BHECEHHBIM MpUKa3oM MuHucTpa nudpoBoro pa3BUTHS
, ”HHOBaIIUi U aspokocMuueckoi rmpombiiiuieHHOCTH PK oT 27.10.2022 Ne 399/HK (
BBOJIUTCS B JISUCTBUE MO UCTEUCHUU JECATU KAJICHAAPHBIX JHEH MOCIE JIHS €r0 EPBOTo
Oo(HUIIUATIEHOTO OITyOIMKOBAHUS).

8. CobcTBeHHUK WK Biagenel oobekra MOUDB yBegomiser opuuuanIbHBIM TUCHMOM

AO "I'TC" o BBOJIe B MPOMBINIJIEHHYIO IKCILTyaTaI|IO0, TU00 0 MPEKPAIIeHUH SKCIUTyaTalluu
oobekta MOUDB B Teuenune 10 pabGouyux gHEW co JHS €ro BBOJAA B MPOMBIINIICHHYIO
AKCIUTyaTaruio, Ju00 MpEeKpameHuss SKCIUTyaTallid, W TPEeJAoCTaBIseT B OyMaXHOM U
aneKkTpoHHOM BHje cBenenus 06 OU OII nmo dhopme, cortacHo MPUIOKEHUIO | HACTOSAIIUX
[TpaBun (nanee — CBeneHus ).

Caocka. [Tynkr 8 - B pepakuuu npukaza Munuctpa 1iupoBoro pa3BuTHs, HHHOBALUKA U
aspokocmudeckoit mpomsbinieHHocTH PK o1 27.10.2022 Ne 399/HK (BBOAMTCS B ACHCTBHUE 1O



UCTCUYCHHUH JIECATU KaJICHAPHBIX JTHEH MOCIIe JTHS €ro MepBOTro 0pUIIUATHLHOTO
OITyOJIMKOBAHU).

9. AO "I'TC" pa3pabatsiBaet rpaduk nposeaeHus padbot mo MOUbB u coriacoBsiBaeT ero
¢ KHb PK.

CHocka. [Tynkr 9 - B pepakuuu npukaza Munuctpa uudpoBoro pa3BuTHs, THHOBALIUMA U
a’pokocmudeckoi npomeituieHHocTH PK or 27.10.2022 Ne 399/HK (BBOUTCS B IeCTBHE 110
MCTEUCHUHU JIECSITH KalleHJapHBIX JIHEH MOocie JHS €ro MepBoro opuiuagibHOro
OITyOJIMKOBAHUS ).

10. AO "T'TC" ipu npoBenennn MOUD ocymecTBuser:

1) B paMKax MOHUTOPHHTA pearupoBaHus Ha HHIUAEHTHI 1b:

ananu3 oovekta MOUDB Ha mpeaMer omnpezeneHus: nepeyHs KypHaJIOB PerucTpaluu
COOBITHH, HEOOXOAUMBIX JUIS Nlepeadn B cucteMy ynpasneHus coositusimu b HKIIB;

YCTaHOBKY areHTOB CUCTEMBI yrpaBieHus coobiTusiMu b Ha cuctemy cbopa *KypHaioB
peructpauuu coowsiTuit 00bekta MOWDB 1, npu HE0OXOAMMOCTH, HAa HUHBIE OOBEKTHI
MH(OPMAIMOHHO-KOMMYHHUKAIITMOHHON HHPPACTPYKTYpPhl COOCTBEHHHMKA WJIM BIAJeibla
oowrekra MOUB;

cOOp KypHAJIOB peructpanuu coopITuii 00bekTa MOUDB 1 oTHOCAIIUXCS K HEMY CPEJICTB
3amuThl UHPopManuu, B cucreme ynpasieHus: coositusimu Ub HKIUB, ux obpaboTky u
aHaJIN3 C LeJIbI0 BhIsBIeHUS coObiTui b 1 nnnunenros Ub;

nepBUYHbIN aHanu3 coobiTuit Ub wnun unnunentos Ub, BesiBieHHbIx HA 00bekTe MOUDB;

YBEJOMJICHME OTBETCTBEHHBIX JHI[ 3a obOecreduenue Mb o6wexktra MOUDB ¢
IpeIoCTaBICHUEM NIepeyuHs JaHHbIX 00 nHuuaeHTe b, cormacHo mpuiokeHuro 2 HacTOSAIIUX
[IpaBun (nanee — [lepeuenb gaHHBIX), B TeueHUE 30 MUHYT C MOMEHTA BBISIBICHUSI COOBITHS
Wb nnm nanmaenrta MUb;

BbIJIa4y MEPBUYHBIX PEKOMEHAAIUHN 110 TPUOCTAHOBJIECHUIO PACTIPOCTPAHCHUS MHIIUJICHTA
Nb cobcTBeHHuKyY niu Biaaenbily oobekra MOUB;

HarpaBJeHue, Npyu HeoOXOAUMOCTH, K MecTy pa3menieHus: oobekra MOUDB paboTHuka
AO "I'TC" B pamkax pearupoBanus Ha uHIuAeHT b (Heo6xoaumocTs onpenensercs KHbB
PK umu AO "I'TC" camocTosITeNBHO);
yBenomiuenne KHb PK o HeycTpaHeHHH COOCTBEHHMKOM WJIM BIaJeiblEeM OOBEKTa
MOMUWD unu ynoJsHOMOYEHHBIM MM JIMIIOM TPUYMH W TOCHeACTBUM uHUMAeHTa b 1o
HWCTEYCHUH 72 4acoOB C MOMEHTA BhIsBICHUS MHIMAcHTa Ub;

2) B paMKaX MOHUTOpPUHTA 00ECIIEYCHUS 3alUTHI:

ob0cnegoBanue o0bekToB MOWMDB, B TOM 4Mclie TOKaIbHOW BBIUYUCIUTENBHON ceTU (IIPU ee
HaJIM4KMM), UMEIOMIEH COMNPSIKEHUE C JOKAIHLHOW BBIYUCIUTEIBHONW CEThIO, B KOTOPOH
pa3menied o0bekT MOUWDB Ha npenMer Hanuuus ys3BUMOCTeH (Hanee — oOcieqoBaHUE HA
ySI3BUMOCTH) corjacHo rpaduky nposeaenus padbot mo MOUb:

B peXume "TeCTUpOBaHHE Ha MPOHUKHOBeHHE" — 8 pa3 B rox (4 OCHOBHBIX, 4
KOHTPOJIbHBIX );



B pexxuMe "KOHTPOJIb OOHOBJICHUH U aHanu3 KoHpurypamuuii" — 2 pa3a B 1oj (OCHOBHOE,
KOHTPOJIbHOE);

aHaJu3 UCXOJHOTO KoJia — 4 pa3a B roJi (2 OCHOBHBIX, 2 KOHTPOJIbHBIX);

"pyuHoe" TecTUpoBaHUE Ha MPOHUKHOBEHUE — 2 pa3a B roJi (0CHOBHOE, KOHTPOJIBHOE);

MPEIOCTaBICHNUE PE3YIbTaTOB OOCJIEAOBAHUS HA YA3BHUMOCTH M PEKOMEHIAIIUNA T10
ycTpaHeHuto ysizBuMocted o0bekToB MOUDB cobGcTBeHHMKaM Wiu BiajenbllaM O0OBEKTOB
MOWB B teuenue 10 paboumx aHEH mocie 3aBepuieHHs pabOT Mo 0OCIETOBAHUIO Ha
YS3BUMOCTH,;

KOHCYJIbTUPOBAHHE COOCTBEHHUKOB WJIM BiajeiblieB 00bekToB MOUDB no Bompocam
yCTpaHeHUs ys3BHUMOCTe 00bekToB MOWDB, BBISABICHHBIX B paMKax 0OCIeIOBaHHS Ha
YS3BUMOCTH,

3) B paMKax MOHUTOPHUHTA oOecTieueHust 0€30MacHOro (HYHKIIMOHUPOBAHUS:

obcienoBanne oorekta MOUDB Ha mpeamer ucnonHeHUs TpeOOBaHUM TEXHUUYECKOU
JTOKyMEHTaluu 1no nHpopmanuonnon 6esonacHoctu (nanee — T/l mo Mb), npuBeneHHol B
npuioxkeHnu 3 Hacrosimux [IpaBui, cornacHo rpaduky nposeaeHus: padot no MOUB;

Mpe0CTaBIEHUE Pe3yabTaToB 00cienoBanus oobekta MOUDB Ha npeaMeT ucroaHeHus
tpeboBanuit T/] mo Ub u pexomenanuii mo yCTpaHEHUIO BBISIBIIEHHBIX Hapymienuit T]I mo
Wb coGcTtBenHrkaM win BiaaenbiiaMm 00bekToB MOWDB B Teuenue 10 paGounx aHew co aHs
3aBepIIECHUs JAHHOTO 00CIeI0BaHMUS.

CHocka. [Tynkr 10 - B penakiuu npukaza MuHuctpa nuppoBOro pa3BUTHs, MHHOBALMHN U
aspokocmudeckon nmpomeiuieHHocTH PK ot 27.10.2022 Ne 399/HK (BBOIUTCS B IEHCTBUE 10
UCTEUYEHUH JISCATH KaJeHIAPHBIX JTHEH MOcye JHS ero MmepBoro opuIiinagibHOro
OITyOJIMKOBaHUA).

11. CobcTBennuk wmnu Biazaenen odobekra MOWDB obecneunBaeTr ycinoBHS s
nposenenust AO "I'TC" pa6or no MOUB, Bkntovast:

busuyeckuit noctyn padbotnukam AO "I'TC" x oobexty MOUB, k cucreme cbopa
KYpHaAIOB peructpauuu coObiTuii oobekra MOWDB B compoBoxaeHMH pPaOOTHUKOB
cOOCTBEHHHKA WM Biajieibiia o0bekra MOUDB min yroJIHOMOYEHHOTO UM JTUTIA;

nBa pabouux mecta aisa pabotHukoB AO "I'TC" ¢ npenocraBieHueM KpyriioCyTOYHOTO
ceTeBoro aocryna k o0bekry MOUDB Ha 0e3B03Me3/1HON OCHOBE;

cereBo noctyn st AO "I'TC" k cucteme cOopa KypHaJIOB pErUCTpalid COOBITHI
obbexTa MOUD ¢ nmpaBamu Ha UCMIOTHEHUE BCeX 0€3 UCKIIIOUEHUS OTiepaluii;

JOCTYIl K TEXHUYECKOW JOKYMEHTAllMM IO WH(OpMAIMOHHOW 0e30macHOCTH,
YTBEPKJIEHHOM COOCTBEHHUMKOM WM BiajenblieM oO0bekta MOWD, 3aBepeHHOl ero
MOAMUCHIO U TIeYaThIO (IIPY HAJIUYUN).

CHocka. [lynkr 11 - B penakiuu npukaza MuHuctpa nuppoBOro pa3BUTHs, MHHOBALMHN 1
aspokocmudeckon nmpomeiuieHHocTH PK ot 27.10.2022 Ne 399/HK (BBOIUTCS B IEHCTBUE 10
UCTEUYEHUHU JISCATH KaJeHIAPHBIX JTHEH MMOcye JHS ero MepBoro opuIiinagIbHOro
OITyOJIMKOBaHUA).



12. IIpu npoenennu AO "I'TC" mMoHuUTOpUHra pearupoBaHusi Ha MHIUAEHTHI b
CcOOCTBEHHUK WM Biazenel; oorekra MOUbB:

OpraHu3yeT XypHanupoBaHue coobTuii 00bekTa MOWbB 1 oTHOCAIIUXCS K HEMY CPEJICTB
3aluThl MH(OpMAaIMK, B COOTBETCTBUM ¢ (opMaTaMM U TUIAMU 3aIllMCEH JKYpPHAJIOB
peructpauuu coobrtuii OU J11, npuBeeHHBIMH B IpHIIOKeHUH 4 HacTosmmx [IpaBui;

OpraHu3yeT CUCTEMY cOopa KYpPHAJIOB PETUCTpPAllMd COOBITUH B KOHTYpE
TEJIEKOMMYHUKALIMOHHOM CeTH, B KOTOPOM (pyHKIIMOHHpYeT 00bekT MOUD;

OpraHu3yeT Nepeavy KypHaJIoB peructpanuu coobituii 00bexta MOUDB u oTHOCSTIIMX CS
K HEMY CPEJICTB 3alllUThl UHPOpPMAIIUU, B CUCTEMY COOpa KYpHAJIOB PETUCTPALlUA COOBITHI
oowbekta MOUB;

yeegomisier AO "I'TC" o mmanupyembix paboTax MO BHECEHUIO M3MEHEHHH B
KypHanupoBaaue coObiTuii 00bekta MOUD 3a 5 pabounx mHel no BHeceHus n3MeHennit. K
YBEJIOMJICHUIO TTPUKJIAABIBAIOTCS 00pa3Ilbl U3MEHSAEMbIX KYPHAJIOB PETUCTPAIIUU COOBITUHN U
WX OMHCAHUE;

obecnieuuBaeT ycioBus, corjlacoBanubie ¢ AO "I'TC", nns mepegaum x ypHayioB
peructpanuu coobiTuii 00bekTa MOUbB U3 cucteMsl cOopa KypHaJIOB perucTpauuu coObITHI
oowekra MOUB B cuctemy ynpasnenusi coobrtusimu Ub HKIIUB;

yBeaomisieT AO "I'TC" o camocTosiTenbHO BBIsIBICHHOM HHIUAeHTe b Ha 00BekTe
MOMWBD B Teuenue 15 MUHYT ¢ MOMEHTA BBISIBJICHUS,
npenoctasigeT B AO "I'TC" IlepeueHp naHHBIX B Te€4eHHE 24 4acoOB C MOMEHTA
oOHapy>xenus nanuaenta Ub.

CHocka. [Tynkr 12 - B penakiuu npukaza MuHuctpa muppoBOro pa3BUTHs, HHHOBAIIMHN U
aspokocmudeckoit mpomebinieHHocTH PK o1 27.10.2022 Ne 399/HK (BBOAMTCS B ACHCTBHUE IO
UCTEUYCHUH JIECATU KaJICHAPHBIX JTHEH MOCIIE JTHS €ro MePBOTro OPUIIMaATBLHOTO
OITyOJIMKOBAHUA).

13. IIpu mpoenennn AO "I'TC" MoHHTOpHHTa 00ECIICUCHHS 3aIIUThI COOCTBEHHUK MJIH
Bnazenen 0obektoB MOUB:

Hampasisier B AO "I'TC" undopmanuro o Mepax, NPUHSATHIX ISl YCTPAHEHUS
ysi3BUMocTe o0bekTa MOUD, B TeueHue nBajiaTé KaJICHIAPHBIX JHEH CO JHS MOTYYCHHS
pe3yJbTaTOB 00CIE0BaHUS Ha HAIMYKE YSA3BUMOCTEH;

[Ipu camocTosiTeIbHOM OOHaApyX)eHUHU ysI3BUMOCTH 00bekTa MOWDB, npenocrapiser B
AO "I'TC" nepeuens gannbix 00 ysa3sumoctd OU DI nmo dhopme corsiacHO MPUIOKEHUIO 5
Hactosmux [IpaBun B Teuenne 24 4acoB ¢ MOMEHTA BBISIBIICHUS YsA3BUMOCTH 00bekTa MOUB
;

[Ipu HeycTpanenuu ysi3BuMocTu 00bekta MOUDB MokeT nprcBOUTH YSA3BUMOCTH OJIHY U3
Kateropui (MPOM3BOJACTBEHHAs] HEOOXOIUMOCTb, YSI3BUMOCTH HYJIEBOI'O JHS, JIOXKHOE
cpabarpiBanue) u npenoctabisieT B AO "I'TC" kareropuum NpUUUH HEYCTPaHECHUS
ySI3BUMOCTH U O0OCHOBAaHHME MPUYMHBI HEYCTPAHEHHUS COTJIACHO MPHIIOKEHUIO 6 HACTOSIINX
[TpaBum.



CHocka. [Tynkr 13 - B penakiuu npukaza Munuctpa udpoBoro pa3BUTHs, HHHOBAIUI U
aspokocmuyeckoi npomeinuieHHocTH PK ot 27.10.2022 Ne 399/HK (BBOUTCS B 1€ CTBUE 110
MCTEUEHUH JIECSITH KalleHJapHBIX JIHEW MOCcIe JHS €ro MepBOro opuiuaiIbHOro
OITyOJIMKOBAHU).

14. Ilpu mpoBenenun AO "I'TC" monutopunra obecrmedeHus 0€30MaCHOTO
(GyHKIMOHUPOBaHUSI COOCTBEHHUK WK Biajenel] oobekra MOWbB B TeueHre ogHOro mMecsia
CO JHA TOJIyYeHHS pe3ysibTaToB oOcienoBanusi oobekta MOUDB Ha mpeaMer ucnoaHEeHUs
tpeboBanuit TJ] mo Ub npenoctasnsier B8 AO "I'TC" undopmaiiuio o Mepax, NPUHATHIX 110
BBISIBJICHHBIM HapyueHusm tpedoBanuii T/1 mo Ub.

CHocka. [Tynkr 14 - B penakiuu npukaza Munuctpa udpoBoro pa3BUTHs, HHHOBAIUI U
aspokocmudeckoi npomeinuieHHocTH PK oT 27.10.2022 Ne 399/HK (BBOIUTCS B IeCTBUE 110
MCTEUEHUH JIECSITH KaJleHJaPHBIX JIHEW MOCIe JHS €ro MepBoro opuinuaibHOro
OITyOJIMKOBAHU).

15. C uensto popmupoBanus nepeuns oobrektoB MOUB, AO "I'TC" nanpasisieT 3anpoc
cobcTBeHHUMKaM wuiu Biajenbiiam o0bekTtoB MOWB o mnpenocraBienun CaeneHwuil.
CoOctBennuk win Bianenenr oobektra MOUDB npenocrasnsier B8 AO "I'TC" Cpenenusi B
anekTpoHHOU popme B Teuenue 10 pabouux nHEH ¢ MOMEHTa moiyudeHus 3ampoca oT AO "
I'TC".

Caocka. [Tynkr 15 - B penakuuu npukaza Munuctpa nudpoBoro pa3BuTHs, UHHOBAUN U
a’pokocmudeckoi npomeituieHHocTH PK or 27.10.2022 Ne 399/HK (BBOaUTCS B IeCTBUE 10
MCTEUEHUH JIECSITH KalleHJaPHBIX JIHEU MOCIe JHS €ro MepBoro opuinuagibHOro
omyOJMKOBAHUA).

16. IIpyn n3MEeHEHNN KOHTAKTHBIX JAHHBIX JIMIA, OTBETCTBEHHOTO 3a obecneuenue 1b
oobekta MOWMDB, coOctBennuk uinu Biaangeiell oobekta MOHMDB B Teuenue 48 dacos ¢
MOMEHTa TaHHOTO u3MeHeHus HanpasisieT B AO "['TC" akryanbHbIe KOHTAKTHBIE JaHHBIE.

CHocka. [Tynkr 16 - B penakuuu npukaza Munuctpa nudpoBoro pa3BuTHs, UHHOBalUW U
a’pokocmudeckoi npomeinuieHHocTH PK ot 27.10.2022 Ne 399/HK (BBOaUTCS B IeCTBUE 110
MCTEUEHUHU JIECSITH KalleHJaPHBIX JIHEW MOCIe JHS €ro MepBoro opuinuagIbHOro
OITyOJIMKOBAHUS).

17. AO "TTC" exexBaptansHo Hanpasiser B KHb PK cBognyio mnpopmanmio no
BBISIBIICHHBIM cOObITHAM UMb, namuaentam Ub, ysassumoctam OU D11, usmenenusm OU OI1 u
BBIABJICHHBIM HapylieHusM TpeOoBanuii T/ mo Wb, a Takke cBeneHUs O MNPUHSITHIX
cOOCTBEHHHKaMU WJIH BiazenbsiiaMu 00bekToB MOUDB Mepax.

CHocka. [Tynkr 17 - B penakiuu nprukaza MunucTpa udpoBoro pa3BuTHs, UHHOBAIIUN U
aspokocmudeckon nmpomeiuieHHocTH PK ot 27.10.2022 Ne 399/HK (BBOaUTCS B IeCTBHE 110
UCTEUYCHUH JIECATU KaJIEHJAPHBIX JTHEH MOCIIe JTHS €ro MepBOro opuIuaIbHOTO
OmyOJIMKOBaHUA).

18. KHBb PK exexkBapTajlbHO HaNpaBiseT B YMOJHOMOYEHHBIH OpPraH CBOJHYIO
nH(popManuo 1o BbIsABIEHHBIM MHUKUIeHTaM Wb, ysa3Bumoctam OU OI1, uzmenenusm OU



OIl u BeIsIBICHHBIM HapymieHusMm TpedoBanuit T/] mo Wb, a taxke cBeneHus o MpUHSATHIX
cOoOCTBEeHHMKAaMU WM BiajaensiuaMu 00bektoB MOUDB Mepax.

I'nasa 3. Ilopsnok mpoBeieHAA MOHATOPHHTa obecriedenns nHGopMamoHHO# 6e30macHOCTH
KPUTHIESCKU BaXKHRIX 00BEKTOB HH(POPMAMOHHO-KOMMYHHKAIIMOHHOH HHPPACTPYKTYpHI

CHocka. 3aroJioBOK TJIaBbl 3 - B peJakiuu npukaza MuHucTpa nudpoBoro pa3BuTus,
WHHOBAIMH 1 adpokocMuueckoit mpomsinieHHoctd PK ot 27.10.2022 Ne 399/HK (BBOauTCS
B JIUCTBUE MO UCTEYEHUHU JIECATH KaJleHIAPHBIX JIHEH MOcIie THS €ro MepBOro o(puimaIbHOro
oy OJIMKOBAHUSA).

19. MOUB o6bextoB uHpopmaTuzanuun KBOUKU ocymecTBisieTcss cOOCTBEHHBIM
nonpaszzaenenuem no Ub srnanensia KBOUKU nnn myrem npuoOpeTeHus yciyr TPeTbUX JIHIL
B COOTBETCTBHHM cO cTaThel 683 I'paxknanckoro kojaekca Pecnyonuku Kazaxcran.

Caocka. [Tynkr 19 - B penakuuu npukaza Munuctpa nudpoBoro pa3BuTHs, UHHOBAIUN U
aspokocmudeckoi npomeinuieHHocTH PK ot 27.10.2022 Ne 399/HK (BBOaUTCS B IeCTBUE 110
MCTEUCHUHU JIECSITH KaJleHJapHBIX JIHEH MOocie JHS €ro MepBoro opuiuagibHOro
onyOJIMKOBAHUA).

20. CooctBennuk wnnu Bianaeier]; KBOMKU obecrneunBaeT MOAKIIOYEHUE CUCTEMBI
mouutopunra obecneuenus b (manee — CMO Mb) KBOUKHU k TexHu4YeckuM cpeacTBam
OLIUB, a Takxe omnpenensier orBerctBeHHOro nmo b KBOMKMW B TeueHue neBsiHocTa
KaJIeHAapHBIX AHEW co JaHs BkiItoueHus B nepeueHb KBOWMKMU, yTBepkiaemsblil corinacHo
MOANYHKTY 4) cTaTh 6 3aKOHA.

21. UckmntoueH npukazoM u.0. Munuctpa uudpoBoro pa3BuTHs, THHOBALIUMA U
aspokocmudeckoi npomeinuieHHocTH PK ot 31.03.2023 Ne 128/HK (BBOuTCS B IeCTBUE 10
MCTEUEHUH JIECSITH KalleHJapHBIX JIHEU MOcie JHS €ro MepBoro opuiuagibHOro
oy OJIMKOBAHUA).

22. ITocne nogxmouenus CMO b KBOUKMU k texunueckum cpencrsam OLIUDB npu
BeisiBieHun CMO Wb OLIUb wnmunenta b, OLIUb yBemommsier coOOCTBEHHUKA WIIH
Branensiia KBOUKU o BeisiBieHHOM uHuuaeHTe Vb, myTemM onmoBemeHUs OTBETCTBEHHOIO
no 1b KBOUKWU, B cpok He nmo3aHee 24 yacoB ¢ MOMEHTA BbIsiBIeHUsI nHUuAeHTa 1b.

23. CobcrBennuk mwiu Biaaener; KBOUKUW ucnpapnser BhISABICHHBIE YSA3BUMOCTH B
TEUCHUE TPULATH KAUICHAAPHBIX JHEH MOCIE MOTYYEHUS YBEIOMIICHHUS.

24. B ciiydyae caMOCTOSITeJIbHOTO BbIABIeHUs uHIMAeHTa b noapasnenenuem no b
KBOUMKMH, otreerctBeHHblii o Ub KBOUKHM onosemaer AO "I'TC" u OB nyrem
HarpaBiieHus [lepeuHst JaHHBIX B TeueHue 24 4acoB ¢ MOMEHTA BhIsiBIIeHUs nHIuaeHTa Ub.

Caocka. [Tynkr 24 - B penakiuu rnprukaza MuHucTpa udpoBoro pa3BuTHs, UHHOBAIIUN U
aspokocmudeckon nmpomeiuieHHocTH PK oT 27.10.2022 Ne 399/HK (BBOIUTCS B IEHCTBHE 10
UCTEUEHUH JISCATH KaJeHIAPHBIX JHEU MOcye JHS ero MmepBoro opuinagibHOro
OITyOJIMKOBAHUA).



25. Tlopsimox u TpeOGOBaHMS, U3I0KCHHBIC B HACTOSIICH TJIaBe, YCTAHOBIICHBI JIJIS
KBOMUKMU, He otHOCsmuxcsa k OU DI1.

Caocka. [IpaBuiia 101ogHEHBI MYHKTOM 25 B COOTBETCTBUHU C MPUKa30M MuHuUCTpa
U(POBOro pa3BUTHUS, MTHHOBAIIMHI U a3poKocMudeckoil mpombiieHHoctr PK ot 27.10.2022
Ne 399/HK (BBOAMTCS B JEHCTBHUE IO HCTCUCHUH JACCATH KAJICHIAPHBIX JHEH MOCIIE THS €T0
MEepPBOTO OQUIHATBHOTO OMyOJIUKOBAHUS).

IIpunoxenue 1
k [IpaBunam nposeneHus

MOHUTOpHUHTa 00ecTieueHHs
nH(OPMaMOHHOH 6€30MacHOCTH

00beKTOB MH(YOPMATH3AINT
"3JIEKTPOHHOTO TIPABUTEIBCTBA" 1

KPUTHYECKH BaKHBIX OOBEKTOB
MH(OPMAIMOHHO-KOMMYHHKAIMOHHOM

UH(pacTPyKTyphI
®dopma

Ceenenns 06 o6bexTe HHPOpMaTH3aNUH "3IEKTPOHHOTO IPABATEIHCTBA"

1. OdunuanbHoe HaMMEHOBaHUE OO0BEKTa WHGPOPMATH3AINUU "HIEKTPOHHOTO
IIPAaBUTENILCTBA" .
2. CoOcTBeHHUK 00BEKTa MH(POpMATU3ANU "IIIEKTPOHHOTO TIPABUTENIHCTBA" .
3. Bnanenen o6bexTa nHGOpMATH3aLUHU "3JIEKTPOHHOTO MPABUTENLCTBA" (MPU HATTUUHH).
4. ®u3nyeckoe MECTOPACIOJIOKEHHE 00BheKkTa MHGPOPMATHU3AIUUA "IIEKTPOHHOTO
npaBuTenbeTBa" (ropoi, 00JIacTh).

5. Nadopmanust 0 Hanuauu MOJKIIOUCHHS] 00beKTa HH(POopMaTH3anuu "3IeKTPOHHOTO
npaBuTenbcTBA" K EMquHON TpaHCIOPTHOM Ccpelie TOCYyIapCTBEHHBIX OPTaHOB U MPOIMYCKHOMN
CIIOCOOHOCTH KaHasa CBS3H.

6. Uudopmanust 0 HaMM4IUK MOJKIIOUECHUS] 00beKTa MHPOpMaTHU3aIUuU "IIEKTPOHHOTO
npasutenbcTBa" K MHTepHeTy: [P-aapec (mnu IP-agpeca), noMeHHbIe UMEHA (MPU HAJTUYHH).

7. Ob6mas ¢dyHKUMOHANBHAS cXeMa 00BeKTa WH(pOPMATHU3ALHUH "IIEKTPOHHOTO
MpaBUTENLCTBA" C TMOSCHUTEIbHOW 3alMCKOM, YTBEpXKAEHHas COOCTBEHHMKOM WJIU
BIIAJIENbIIeM 00BbeKTa MHPOPMATH3ANH "IIEKTPOHHOTO MPABUTENIBCTBA" W 3aBEPEHHAS €T0
MOJIKCHIO U MEeYaThio (MPU HAIUYUH).

8. Jlornueckass u (u3znyeckas apXUTEKTYpHbIE CXeMbl 00beKTa MH(popMaTuauuu "
AJIIEKTPOHHOIO MPABUTENHCTBA", YTBEPKIACHHBIE COOCTBEHHHUKOM WJIM BIaJesiblleM 00BbeKTa
nH(pOpMaTU3aLHUH "3IEKTPOHHOIO MPABUTENBCTBA" U 3aBEPEHHAs €ro MOANKMCHIO U MEYaThIO (
IIPY HAJIUYUN).

9. VYTBepxkaeHHbI COOCTBEHHUKOM WJIM BIajeliblieM 00bekTa mHpopmaruzauuu "
AJIEKTPOHHOTO MPAaBUTENILCTBA" M 3aBEPEHHBIA €ro MOJMNKUCHI0O U Me4YaThio (IpU HATUYUH)
NepeueHb TEXHUYECKHUX CPEACTB 00beKTa MH(OPMATH3aLUU "3JIEKTPOHHOIO MPAaBUTENIbCTBA"
o ¢opMe, COTIacHO MPUIOKEHUI0 1 kK HacTosIel Gpopme.



"

10. YTBepkx/IeHHBII COOCTBEHHUKOM WJIM BIIaJleNiblieM OO0BheKkTa MH(MOpMaTHU3aAIUU
AJIEKTPOHHOTO MPAaBUTEJIHLCTBA" W 3aBEPEHHBIA €ro MOJMNKUCHI0O U Te4YaThio (MIpU HATUYUHN)
MePEUYCHb MPOTPAMMHBIX CPEACTB 00BEKTa HHPOPMATHU3AIHH "IIEKTPOHHOTO MTPaBUTEIHCTBA"
1o opme, COrTacHO MPUIIOKEHUIO 2 K HACTOsIIEH popme.

11. Uadopmanus o cucteme cOopa >KypHAJIOB PETUCTPAIIMU COOBITUN C yKa3aHHEM
Ha3BaHMUS CHUCTEMbI, pa3paboTuuka, GOpMaTOB U MPUIOKEHUEM OOpa3loB KYpPHAJIOB
perucTpanuu CoObITHIA.

12. Konus TexXHMYECKON TOKYMEHTAlMU IO WH(POPMAIIMOHHOW Oe30macHOCTH,
YTBEPKJIEHHOM COOCTBEHHUMKOM WU BiajenblieM oO0bekta MOWD, 3aBepeHHOl ero
MOAMUCHIO U TIeYaThI0 (IIPY HAJIUYUN).

13. KoHTakTHBIE JaHHBIE JIMIA, OTBETCTBEHHOI'O 3a oOecrieueHrue UHGOpPMaIMOHHON
6e3omacHoCTH 00beKTa HHGOPMATH3AIUH "DJICKTPOHHOTO MPABUTEIHLCTBA' .

14. Ilepeuennr cereBbix IP-ampecoB oObekTa HHGOpPMATU3ALMHU "IJIEKTPOHHOTO
MPABUTENIHCTBA" M OTHOCSIIMXCS K HEMY CPEJCTB 3alllUThl UHPOPMAIUH.

IIpunoxenue 1
Kk CBeneHusiM 00 00bEKTE
nH(POPMATH3AINH "IIIEKTPOHHOTO
MIpaBUTENbCTBA"

®opma

ITepedens TexHMYECKHX CPeICTB 00bekTa HHPOpMATH3AIMH "3/IEKTPOHHOTO IIPaBUTEIHCTBA"

OcHoBHOE
(byHKIIOH
alpHOE
Ha3zHauYCHU
( PazpaboTtu
e
HK,
COTJIACHO
Tun ( Hcnons3ye Ha3BaHHUe,
MpOrpaMMH
o dusnyecko coriiacHo N MBI € Bepcus
IpousBoau CepuiiHbIii/ . o i
CereBoit e TEXHUYECK METOJABl  BCTPOEHHO
Ne /i TEJb, WHBEHTapH . JIOKyMEHTa
. azpec MecTopacn o i 3alUTEL T O
MOJIETIb BIii HOMEP HUH K
OJIO)KEHHE  JIOKYMEHTa uHpopMall TPOrpaMMH
00BEKTY
107179 U oro
uH(pOopMAaT
" obecrieyeH
Hn3anuu
us)
JJIEKTPOHH
oro
[IpaBUTEIb
cTBa'")
1 2 3 4 5 6 7 8 9

ITpunoxenue 2
k CBenieHusIM 00 00BEKTE
HHPOPMATH3AINH "IJICKTPOHHOTO
MIpaBUTEIbCTBA"

®opma

ITepedens mporpaMMHEIX CpEACTB 00BEKTa HH)OPMATH3AMH "IIICKTPOHHOT'O IIPaBUTEIHCTBA"



NeNe n/m Pazpabotunk HaszBanue  Bepcus

OcHOBHOE

HKI[HOHAI

Tun ( by

MecTto BHOE Hcnons3zyem
COTJIACHO

yCTaHOBKH ( Ha3Ha4YCHUE b€ METOAbI
MIPOTPAMMHO

U3 TEepeyHs (cormacHo  3aIUTHI

TEXHUYECKUX MpOrpaMMHO HH(pOpMAIH
JIOKYMEHTAI[
CpEeICTB) ) " u
JIOKyMEHTAI|
nn)
5 6 7 8

IIpunoxenue 2
K [IpaBunam npoBeneHus
MOHHTOPHHTA 00eCIIeueHIs
nH(OPMAIMOHHOHN 0€30MacCHOCTH
00bekTOB MH(POpPMATH3ALNT
"3JIeKTPOHHOTO IIPaBUTENLCTBA"

1 KPUTHYIECKH BXXHBIX OOBEKTOB
MH()OPMAMOHHO-KOMMYHHKAITOHHOH
HHPPACTPYKTYPHI
®opma

ITepedens nJaHHBIX 00 MHOHAEHTE HHEPOPMALMOHHOM 6€30MacHOCTH

Jara perucrpannu HHIUACHTA

YpoBeHb KPUTHYHOCTH WHIUACHTa WH(POPMAIIMOHHOM
Oe3omacHocTH*

Tun nHIMAEHTA

MacmrabHocth

JHeramu

IIpusnax

YpoBens 5 (4epHbIN);
YpoBeHs 4 (KpacHbIi);
YpoBeHs 3 (opaHKeBBIN);
YpoBeHs 2 (KenTsIi);
YpoBenb 1 (3eneHslii);
Yposens 0 (Gemnsrit).

Ortka3 B oomyxuannu (DoS, DDoS);
HecaHKIMOHUPOBAHHBIN JOCTYNm W MOJUGUKAIHS
COJICPXKAHUS;

BorHer;

Bupychas araxka;

DKcIUTyaTanus ys3BUMOCTEH;

KomMmnpomeranus CpEACTB ayreHTuduranun/
ABTOPH3AIINH;

OuimHr;

Hpyroii.

EAWHWMYHEINA; MacCOBBIH.

Jlata u BpeMsi BOSHUKHOBCHHS;

[ara u Bpems 0OOHapyKeHHST;

JaTta u Bpemsi COOOIIEeHUS;

3axoH4miIcs 1 WHIUACHT? (ecau "ma", TO yTOYHHTS,
KakK JIONTO JUTHIIOCH COOBITHE B THSIX/4acax/MUHYTaXx);

MOBTOPHBINA/HOBBIH; nHANKAaTOp KoMiipomeTanuu (I0C).
JeiCcTBUTENbHBII;

TlombiTKA;
ITono3penue;



BryTpeHnui KOHTYD;
Hcrounuk yTp M

BuemHuit KOHTYD.
Omnncanre HHIMAEHTA

Be3 mocnencTeuii;
Hapyienue paboTocnocoOHOCTH;
Iocnencrue Hapymienue 1ieJ0cTHOCTH;
Hapymenue  pexuma  KOHPUICHIIMAIBHOCTH
uHpopmanum.

OO0BeKT, KOTOPOMY HaHECEH ymiepo
JleficTBus1, MPEANPUHSTHIC AJIsl pa3pelieHUs] HHIMICHTA

IIpumeuanue

VPOBHH KPUTHIHOCTH HHIUAECHTA HH(POPMALMOHHOH 6€30ImacHOCTH

YpOoBEeHb KPUTUUHOCTH Ornpenenenue

Hewus0exHble HHIIUACHTHI, KOTOPBIE
OpUBEOYyT K HEBO3MOXXHOCTHU
HNpeloCTaBICHUS yCIyT,
3HAUUTEJIbHBIM  HETAaTHUBHBIM
Kputnunstit VYpoBeHs 5 (4epHBIi) MOCJIEACTBUAM I 3JIEKTPOHHBIX
MH(POPMALMOHHBIX  PECYpCOB,
MHQOPMAIMOHHBIX CHCTEM, CETCH
TEJICKOMMYHUKAIUH W APYTHUX
00beKkTOB MH(DOPMATH3ALINH.

Bo3MoHBIE HHINWAEHTHI, KOTOpPHIE
NpUBEOYT K HEBO3MOXXHOCTH
MpEeN0CTaBICHUS ycuyr,
3HAYUTENIbHBIM  HETaTHBHBIM
Cepbe3sHblit YpoBenb 4 (KpacHBIi) MOCHEACTBUSAM JJI1 BJIEKTPOHHBIX
MH(GOPMALlMOHHBIX  PECYpCOB,
MHQOPMAIIMOHHBIX CHCTEM, CeTeH
TEIEKOMMYHUKAIUH W JAPYTHUX
00BEKTOB MH(POPMATHIAIHH.

Bo3MokHbIE MHIIMIIEHTHI, KOTOPHIE
NpUBENYT K CYLIECTBEHHOMY
OTPAaHWUYCHUIO TPEIOCTABICHUS
YCIIyT, CYIIECTBEHHOMY yXYIIICHUIO
CUTyallil WIH CYyIECTBEHHBIM
HETaTUBHBIM IIOCICJACTBUSIM JJIS
AJNIEKTPOHHBIX HHGOPMAIUOHHBIX
pecypcoB, HHGOPMAIMOHHBIX
CUCTEM, ceTel TeIeKOMMYHHKAIUH U
JIPYTAX 00BEKTOB MHPOPMATH3AIIIH.

Bericokuit VYpoBeHs 3 (opaHKeBBIN)

BeposiTHbIE WHIUACHTHI, KOTOPHIE
NpUBENYT K OTpaHUYEHHIO

MIPEJOCTaBIECHUS TOCYAapPCTBEHHBIX
YCIYT, YXYAILCHAIO CUTYAlMH WIIH
HETaTUBHBIM TIOCJIEICTBUAM IS

Cpenuuii YpoBeHb 2 (KeThIi) JIEKTPOHHBIX HMH(OPMAIIMOHHBIX



pecypcoB, HMH(DOPMAIMOHHBIX
CHCTEM, CeTel TeIeKOMMYHHKAMH 1
IPYTAX 00BEKTOB MHPOPMATH3AIIIH.

MaHOBepOﬂTHLIe WHIOUJCHTHI,
KOTOpbIE MPUBEAYT K OrpaHUYCHUIO
MPENOCTABICHUS YCIYT, YXYAILIEHUIO
CUTyallUH WJIA HE3HAYHTEIHHBIM
Huzkuit Yposens 1 (3eeHbIi) HETaTUBHBIM IIOCJIEACTBUSIM JJIsI
AJIEKTPOHHBIX HHGOPMAITMOHHBIX
pecypcoB, HHGOPMAIHOHHBIX
CHUCTEM, CETeH TeJIeKOMMYHHUKAIUN 1
JIPYTAX 00BEKTOB HH(POPMATU3AIIH.

HecymecTBeHHBIE MHIUICHTHI, HE
OKa3bIBAIOIIME BIHUSHUE Ha
3JIEKTPOHHBIC HHGOPMAIUOHHBIC
He xputuunsbIit Yposens 0 (Oerbrit) pecypchl,  HUHPOPMAIMOHHBIC
CUCTEMBI, ceTel TeIeKOMMYHUKALIUHA
u IpYTHX 00BEKTOB
HHpOPMATH3ALINH.

IIpunoxenne 3
k [IpaBunam npoBeaeHUs

MOHHTOPHHTA 00eCIIeUeHIs
“H(OPMAITMOHHON O€30MaCHOCTH

00beKkTOB MH(DOpPMATU3ALINT
""37IeKTPOHHOTO IIPaBUTEILCTBA"
1 KPUTHYIECKH BXXHBIX OOBEKTOB

MH()OPMAINOHHO-KOMMYHHKAITOHHOH

HHPPACTPYKTYPHI
®opma

TexHUIeCKas JOKyMEHTAIMHA IT0 HH()OPMAITHOHHOM 6€30IaCHOCTH

1. JIokyMeHTBI IEPBOTO YPOBHSI:
1) monuTuka nHGOPMAITMOHHON OE30MTaCHOCTH.
2. JIoKyMEHTBI BTOPOTO YPOBHS:
1) MeToMKa OLIEHKU PUCKOB MH(GOPMAIIMOHHON 0€30MacHOCTH;
2) npaBuia UASHTU(DUKALINN, KIACCU(PUKALIMN U MAPKUPOBKU aKTHUBOB, CBA3aHHBIX CO
cpencTBamu 00padoOTKK WHMOPMAITUH;
3) npaBuia no 00eCneYeHNI0 HEMPEPHIBHON PabOThl AKTUBOB, CBSI3aHHBIX CO CPEICTBAMU
00paboTku HHPpOPMAINH;
4) mpaBuja UHBEHTAPU3ALMHU U MACHOPTU3AIUU CPEJCTB BBIYMCIUTEIBHOW TEXHUKH,
TEJIEKOMMYHUKALIMOHHOTO 000PYI0BaHUS ¥ IPOIPAMMHOI0 00ECTIEUEHHS;
5) npaBwiia npoBeieHus BHyTpeHHero ayaurta Ub;
6) mpaBuIa UCMOJIB30BAHUS CPEACTB KpUNITOrpaduyecKor 3auThl HHPOpPMaLIUH;
7) mpaBuiIa pa3rpaHUYCHHUs MPaB JIOCTYIIA K 3JIEKTPOHHBIM HH(DPOPMAITMOHHBIM pECYpCaM;
8) mpaBuIIa UCNoNb30BaHusd HTEpHET U 3JIEKTPOHHOM MOYTHI;
9) mpaBuIa OpraHU3aIuy POyl ayTeHTU(DHUKAIINN;



10) mpaBusia opraHn3aly AHTUBUPYCHOTO KOHTPOJIS;
11) npaBuiia UCMONIB30BaHUS MOOMIIBHBIX YCTPOUCTB U HOCUTENEH HHPOpMaALIUK;

12) mpaBuna opranu3anuu GU3NIECKON 3aIUTHI CPEACTB 00paboTKH MHGOPMAIUU U
6e3omnacHoi cpeabl (YHKIIMOHUPOBAHUS MH(OPMAIIMOHHBIX PECYPCOB.

3. JIOKyMEHTBI TPETHETO YPOBHS:

1) katanor yrpo3 (puckon) Ub;

2) nnaH oopadoTku yrpo3 (puckoB) Ub;

3) permamMeHT pe3epBHOTO KOMUPOBAHUS M BOCCTAHOBJIEHUSI HH(OPMAITNH;

4) nnaH MepoNpUATHI MO 00eCleUYeHUI0 HENMPEPHIBHOW pabOThl U BOCCTAHOBIICHHIO
paboTOCTIOCOOHOCTH aKTHUBOB, CBSI3AHHBIX CO CPEACTBAMU 00pabOTKH MHPOPMAIINH;

5) pyKOBOJCTBO aJIMUHUCTPATOPA IO COMPOBOXKICHUIO 00bEKTa HH(DOPMATH3ALINY;

6) MHCTPYKIIMIO O TIOPSIAKE ACHUCTBUM MOJIb30BaTENEH M0 pearupOBAHUIO HA UHIUEHTHI
Wb 1 Bo BHEIITATHBIX (KPU3UCHBIX) CUTYyAIUSX.

4. JIOKyMEHTBI UETBEPTOTO YPOBHS:

1) ’xypHan peructpanuu uHIKUIeHTOB b 1 ydera BHEIITaTHBIX CUTYyaIUi;

2) ®ypHaJ NOCELEHUsI CEPBEPHBIX OMEILIEHU;

3) oTUeT O MPOBEJAECHUU OLIEHKH YSI3BUMOCTHU CETEBBIX PECYPCOB;

4) sxypHal yuera KaOeJIbHbIX COeTMHEHUI;

5) XKypHan ydera pe3epBHBIX KOMUU (Pe3epBHOrO0 KOMUPOBAHUS, BOCCTAHOBIICHUSA),

TECTUPOBAHUS PE3EPBHBIX KOIUM;

6) *KypHal yyeTa U3MEHEHHI KOHPUTYypaluu o00pyAOBaHMs, TECTUPOBAHUS U yUeTa
U3MEHEHU CBOOOJHOTO MPOTrPAaMMHOTO OOECIEeUEeHHUS M MPUKIATHOTO MPOTrPaMMHOTO
oOecrnieueHuss MHPOPMALMOHHON CHCTEMBI, PETUCTPALMM W YCTPAHEHHUs YSI3BUMOCTEU
MIPOTPaMMHOTO 00€CTICUCHUS;

7) KypHaJl TECTUPOBAHUS AU3EJIb-T€HEPATOPHBIX YCTAHOBOK M HCTOYHUKOB
Oecriepe0OHOTO MUTAHUS JIJISi CEPBEPHOTO TTOMEIICHHUS;

8) JKypHal TECTUPOBAHHUS CUCTEM OOECIEeUYeHHUs] MUKPOKIMMATa, BUIACOHAOIIOACHUS,

M0’KAPOTYIIEHUSI CEPBEPHBIX TOMEIIEHU.

IIpunoxenue 4
k [IpaBunam npoBeaeHUs
MOHHTOPHHTA 00eCIIeueHIs
“H(OPMAITMOHHON O€30MaCHOCTH
00beKkTOB MH(DOPMATH3ALINH
"37IEKTPOHHOTO IIPaBUTEILCTBA"

1 KPUTHYIECKH BXXHBIX OOBEKTOB
MH()OPMAINOHHO-KOMMYHHKAITOHHOH
HHPPACTPYKTYPHI
®opma

dopMaTHI ¥ THIIH 3aIUCEH XKyPHAIOB PETHCTPALK COOBITHI 00BEKTOB HH(pOopMaTH3aIy "
3JIEKTPOHHOTO IIPaBUTEILCTBA"



I'maBa 1. @opMaThl M THIIHI 3aIMCEH XKYPHAJIOB PETACTPAUA COOBITHIA ONIEPAHOHHOM CHCTEMBI

1. Tunbl coObiTHll omepanuoHHOW cucteMbl (manee — OC), moaJexaiiue
KYpHAITUPOBAHUIO:
1) 3amycK/0CTaHOBKA CUCTEMBI;
2) pabora ¢ obbexktamu OC (OTKpBITHE, COXpaHEHHE, IEPEUMEHOBAHUE, YIAJICHUE,
co3laHKe, KOMMMPOBAHUE);
3) ycTaHOBKa UM ynajieHue nporpammHoro ooecneuenus (naiee — [10);
4) aBTopuzanus (BXoJ U BbIXoj;) moiib3oBareneil B OC, ycCIelHble U HEeYCIEIIHbIe
MOTIBITKY aBTOPU3AIINH;
5) u3MeHeHHne CUCTEeMHON KOH(HUTypaImu;
6) co3nanue, yaajaeHue, MoaudUKaIus YUeTHBIX 3aliCei;
7) axTuUBaIUs/I€3aKTUBALAS CUCTEM 3aIllUTHI, TAKUX KaK aHTUBUPYCHBIC CUCTEMBI H
CUCTEMBI OOHApYKEHUSI BTOP>KEHUS, U CPEJICTB BEJICHHUS JKypHAJIa pErUCTPAllUU COOBITH;
8) U3MEHEHHE WU MOMBITKM W3MEHEHUSI HACTPOEK U CPEJCTB YIPABJICHUS 3aIIUTOMN
CUCTEMBI;
9) ucnonap30BaHKE MPUBUIETUPOBAHHBIX YUETHBIX 3aMKCEH;
10) moakIIOUCHKE/OTKITIOUCHHIE YCTPONCTBA BBOIA/BBIBOIA;
11) HeyaaBumecs Wk OTBEPrHYTHIC IEUCTBUS MOJIB30BATENS;
12) meypaBmmecss Wid OTBEPTHYTHIC JCHCTBUS, 3aTparuBarONIue JaHHBIC U JPYTHC
pEeCypChI;
13) 3anyck, octanoBka npoiieccoB B OC.
2. Kypunan peructparuu coObitiii OC coepX UT ClIeTyIONIUE TOIS:
1) nata u Bpems (popmart aarsl: JJ:MM:ITTT, popmar Bpemenu: H4:MM:CC);
2) HAUMEHOBAHHE XOCTa;
3) onmcanue COOBITHS.
3. Jlnsa cepepubix OC cemeiictBa Unix-mogo0HbIx cucteM (Unix, Linux, AIX, HPUX u
JIp.) TOTIOJIHUTEHHO K COOBITHSAM U3 MMyHKTa 1, He0oOXoauMa Gukcarus cleayomux COObITHIMA

1) moaKIrOYeHNE UICHTUIHON YUETHOH 3ammncu ¢ pa3HbIX [P-aqpecoB Ha OJUH U TOT K€
cepBep;
2) OTKPBITHE HOBBIX MOPTOB B CUCTEME;
3) Bcex coOBITHH B KIIFOUEBBIX Jiorax: /var/log/secure, /var/log/messages, /var/log/audit.
4. Ilna cepepabix OC cemerictBa Windows, JTOMOTHATEIBHO K COOBITHSAM U3 ITyHKTA 1,
HeoOXxouMa Gukcarus CIeayIUX COObITHH:
1) mpucBoeHUE CeIMaNbHBIX TpUBHIIETHH HOBOMY ceaHcy (logon) — Windows EID 4672;
2) CereBoii Bxoj (Network logon) — Windows EID 4624;
3) Hoctyn k ceteBol mamnke aaMuHucTparopa (administrative share access) u goctyn k
SMB kananawm (pipes) — Windows EID 5140/5145;



4) noctyn k oObekty "®daitn" ¢ mpaBamu "3anuchk nanHbiXx" win "JlobGaBreHue
¢aitna—Windows" EID 4663;
5) 3amyck moTeHIHMaIbHO omacHbIXx mpoieccoB (WmiPrvSE.exe, WinrsHost.exe,
wsmprovhost.exe, mmc.exe, psexe*.exe, paexe*.exe) — Sysmon EID 1;
6) ycTaHOBKa M 3aIycK ciy»O0nI (cepuca) — Windows EID 7045/7036/4697,
7) co3maHue WIM U3MEHEHWE MapaMeTpoOB 3aJaHUi B IUIAaHUPOBIIMKE 3a7a4 (scheduled
tasks) — Windows EID 4698/4702;
8) mocturHyT TaimMayT ciyx0b1— Windows EID 7009;
9) ommbKa npu 3amycke ciayx0b1 — Windows EID 7000;
10) u3meneno 3nauenue peecrpa — Windows EID 4657,
11) 3anuck B npoctpanctBo uMmeH WMI — Windows EID 4662.
5. 3ammcH B )KypHaJIaxX PeTUCTpaIliu COOBITHI XpaHSATCS B TEKCTOBOM (hopmare.

6. 3HadeHHMs TMOJEH KypHAIOB pPErucTpaluu COOBITUN pa3AeNsoTCs
CUMBOJIAMU-PA3ICTUTENSIMHU, B CIIy4ae €CIU MOoJie UMEeT JUIMHHBIN (hopMaT U B COJIEPIKaHUU
MOJIsI IPUCYTCTBYET CUMBOJI-PA3ICIUTENb, IPUMEHSIOTCS CUMBOJIBI-OTPAHUYUTEINHN TIOJICH.

7. st ’KypHAJIOB perucTpaiuu coobITuil ncnosb3yercs: koaupoBka UTF-8.
8. B onun ¢aiin xypHana peructpanuu cOObBITUN HE JOMYCKAeTCs 3aluCh COOBITUH,
UMEIOIINX pa3Hbie (POpMaThI TaHHBIX.

I'maBa 2. ®opMaTHl M THIIEI 3aIUCEH XKYpHAJIOB PETHCTPAMA COOBITHI CHCTEMEI YIIPaBJICHUA
0a3aMH TaHHEIX

9. Tunmbel coOBITUH CHCTEMBI yIpaBlieHUs Oa3aMM JaHHBIX, MNOJEKAIINE
KYpHAITHUPOBAHUIO:
1) KoHTpOJIb ceccuil (ycneniHas/HeyCelHas aBTopru3alus, perucTpanus uCIoib30BaHUs
HE3apEerUCTPUPOBAHHBIX YUETHBIX 3aMUCEN);

2) Bce paeucTBUs mojb3oBaTened Oa3bl gaHHBIX (Hanee — BbJ]) umMmeromux
aJIMAHHCTpPaTUBHBIC MpHUBUIICTHH (BKIOYas KoMaHAbI select, create, alter, drop, truncate,
rename, insert, update, delete, call (execute), lock);

3) Bce elcTBHS MOJIb30BAaTENEH UMEIOIUX ITpaBa Ha MPUCBOEHUE MPUBWIETUN IPYTUM
nosib3oBarensaMm bJ] (grant, revoke, deny).

10. XKypnan peructpauuu coosituii BJ{ cogepkuT crienyronme nos:

1) nata u Bpems (popmat nater: JJJ:MM:ITTT, popmat Bpemenu: H4:MM:CC);

2) uma ydetHol 3anucu/ID nons3oBarens;

3) IP-aapec xocTa uiM HaMMEHOBaHKE XOCTa;

4) onrcaHue coObITHUS;

5) mHauMeHoBaHWE OOBEKTa (TaOIUIBI, MPOIEAYPHI, PYHKIIMH, TPH BO3MOKHOCTHU

peaau3aiym).

11. 3anucu B )KypHaJIax perucTpali COOBITUI XPAHITCS B TEKCTOBOM (popMarte.



12. 3HaueHus moOJEW JKypHAJIOB pETUCTpPAIlUU COOBITUM pa3AeaAI0TCA
CUMBOJIaMU-PA3ACIIUTENSAMU, B CIIy4Yae €Cu Mojie UMEET JUTMHHBIN (opMaTt U B coliepKaHUU
II0JIS1 IPUCYTCTBYET CUMBOJI-Pa3AEIUTEND, IPUMEHSIOTCS CUMBOJIBI-OIPAHUYMUTEIN TTOJIEH.

13. Jlnst %KypHAIOB perucTpanuu coobITuii ucnonb3yercs konupoBka UTF-8.
14. B onun (aiin xKypHaia perucTpanii COOBITUN HE JOMYCKAETCs 3alMUCh COOBITHIA,
UMEIOIIUX pa3Hbie (GopMaThl JaHHBIX.

I'maBa 3. @opMaThl U THIIEI 3aIUCE# XKYPHAJIOB PETUCTPAIMA COOBITHHA TEJIEKOMMYHHKAIIMOHHOT'O
o0opynoBaHUA

15. Tunel cOOBITUN TEIEKOMMYHUKAIITMOHHOTO OOOpYIOBaHUS, MOJIEKAIINE

KYPHAUTUPOBAHUIO:

1) 3amycK/0CTaHOBKA CUCTEMBI;

2) u3MEHEeHUe CUCTEeMHOI KOH(UTypauy;

3) co3nanue, yaanenue, MOAU(PUKAIIMS JIOKATbHBIX YUETHBIX 3aITUCEH;

4) UCNOJIb30BaHKE MPUBUIIETUPOBAHHBIX YUETHBIX 3aIUCEH;

5) NoaKIIIOYCHUE/OTKIIIOUCHHE YCTPOHCTBA BBOIa/BBIBOIA;

6) HEeyIaBIIMECS UM OTBEPTHYTHIE ACHCTBUS MOJIb30BATENS;

7) 3amycK, MaJieHue, OCTAHOBKA CETEBBIX JINHKOB (KOHHEKTOB).

16. C MexceTeBbIX PKPaHOB MPU HAIMYUU TEXHUYECKOW BO3MOKHOCTH BEAETCS 3alUCh
JIOTOB Bcero Tpaduka (BXOAAIIEr0 M HCXOIAIIET0), a TaKkKe 3allich BCeX COOBITUH Ha
YCTPOWCTBE.

17. XKypnan perucrpauuu cOObITUN TEIEKOMMYHUKALIMOHHOTO 000PYI0BaHUS COAEPKHUT
CIEAYIOIIUE TOJIS:

1) nata u Bpems (popmart aarsl: JJ:MM:ITTT, popmar Bpemenu: H4:MM:CC);
2) HAMMEHOBAHHE YCTPOMCTBA;

3) ums yuetHo# 3anucu/ID nonas3oBaTens;

4) IP-anpec xocTa;

5) [P-agpec ucToUHMKA;

6) IP-anpec Ha3zHaueHus;

7) oncaHue COOBITHS.

18. 3anucu B )KypHaJIax peruCTpai COOBITUI XPAHITCS B TEKCTOBOM (popMarte.

19. 3HaueHus moJeW JKypHAJIOB pETUCTPAIlUU COOBITUM pa3AeIAIOTCA
CUMBOJIaMU-PA3ACIIUTENSAMHU, B CIy4Yae €Ciu MoJie UMEET JUIMHHBIN (opMaT U B coliepKaHUU
MOJIsI IPUCYTCTBYET CUMBOJI-Pa3IEIUTENb, TPUMEHSIOTCS CUMBOJIBI-OIPAHUYHUTEINH MOJIEH.

20. Jlng xypHaJIOB perucTpaluu coobITHil ncnonb3yercs koaupoBka UTF-8.

21. B onun (aitn xypHaIa peructparuu cCOOBITUN HE JOMYCKAeTCS 3aliCh COOBITHIA,

UMEIOIIUX pa3Hbie (opMaThl JaHHBIX.



I'maBa 4. @opMaThl M THITHI 3aIUCEH XXYPHAJIOB PETUCTPAMH COOBITHIA IPHUKJIATHOTO
IpOrpaMMHOro obecreaeHus

22. Tunsl coosiTuit 110, moanexaiye KypHaIUPOBAHUIO:
1) aBTOpu3anus (BXOJ U BBIXOJI) MOJIb30BATENICH, YCIEIIHbIE U HEYCICIIHbIE MOMBITKH
aBTOPU3ALINY;
2) co3gaHue, KOMMPOBAaHHE, NIEPEMEICHNE, yIaleHne, MOAUPUKAIIUS JOKATbHBIX
YYETHBIX 3aMucell U KOH(UTYypallMOHHBIX (HaiisoB;
3) HeyJaBIIMECS WM OTBEPTHYTHIE ACHCTBUS MOJb30BATENS;
4) nonyyeHue NnoJib30BaTesIeM JJOCTyIa K 00beKTaM JOCTyIa;
5) neiicTBus mosb3oBaTenel npukiagHoro 1O (moctyn Kk 00beKTY (HaHHBIM), U3MEHEHUS
o0bekTa (TaHHBIX), yAalleHus 00beKTa (JIaHHBIX)).
23. XKypnan peructpanuu coosituii [1O cogepxut cienyromue mos:
1) nata u Bpems (popmat nater: JJJ:MM:ITTT, popmat Bpemenu: H4:MM:CC);
2) HAaMMEHOBAaHKME UCTOUYHHMKA COOBITHS (CEpBUC/CITyk0a);
3) ums ydetHo# 3amucu/ID nonws3oBares;
4) IP-anpec noab30BaTeNs;
5) BpeMsi HavaJia orepaluy;
6) BpeMsi OKOHYAHUS OTIepaluu;
7) onucaHue COOBITHS.
24. 3anucH B KypHaJIax PETUCTPALIMK COOBITUI XPAHITCS B TEKCTOBOM (hopMarte.

25. 3HaueHus TMOJIEH JKypHAJIOB PETUCTpAllMU COOBITUUA pa3AelsioTCs
CUMBOJIAMU-PA3ACIUTEISIMU, B CIy4ae €CIv MoJje UMEET IJTUHHBIN (opMaT U B COIEpKAHUU
MOJISL IPUCYTCTBYET CUMBOJI-PA3ACIIUTEND, IPUMEHSIOTCS CUMBOJIBI-OTPAHUYUTENHN MOJIEH.

26. Jlns *ypHAIOB pETUCTPAINK COOBITHI UcTioNb3yeTcst koaupoBka UTF-8.
27. B ogun (aitn xypHayia perucTpaiiud COObITUN HE JIOMYyCKaeTCsl 3alMuch COOBITHH,
MMEIOIINX pa3Hbie (POpPMaThI TAHHBIX.

I'maBa 5. ®opMaThl ¥ THIIEI 3aIUCEH HKYPHAJIOB PETHCTPANK COOBITHI, BEIABIIIEMBIC CPEACTBAMHI
3amuTH HEGOpMAIHH

28. Tunbl cOOBITHIA, BBISBISIEMbIE CPEACTBAMH 3alIUTHl WH(GOPMAIUH, TOJJICKAIIHIE
’KYPHaJIHPOBAHUIO:
1) co3nganme, KOMUPOBaHHE, MEPEMEIICHUE, yIajleHHe, MOAU(PUKAIUS JTOKAIbHBIX
YUYETHBIX 3aIUCeH U KOH(PUTYPAIIMOHHBIX (ailsioB;
2) 3aITyCK/OCTaHOBKA CITYXOBbI;
3) U3MEHEeHNE CUCTEMHON KOH(UTYpaIlHy;
4) co3nmanue, ynaieHue, MoIuUKaIUs JJOKATBHBIX YICTHBIX 3aIUCEH.
29. XXypHan perucrpanuu COOBITHI CPEICTB 3alIUTHl MHQOPMAIMUA COIEPKUT
CIIETYFOIIIUE TIOJIS:



1) nata u Bpems (popmat nater: JJJ:MM:ITTT, popmat Bpemenu: H4:MM:CC);
2) HAaMMEHOBAaHKME UCTOUYHHUKA COOBITHS (CEpBUC/CITYyk0a);

3) ums yuetHo# 3anucu/ID moas3oBaTens;

4) IP-agpec KIIMEHTa;

5) BpeMs HayaJia ONepaLtH;

6) BpeMsi OKOHYAHHUSI OTIepaliy;

7) onucaHue COOBITHS.

30. 3anucu B )XypHaJiaX pErucTpaly COOBITUN XPAHSTCS B TEKCTOBOM (hopMarte.

31. 3HayeHus TOJIEH JKYpPHAJIOB PErUCTpallMd COOBITUH pa3AeNsioTCs
CUMBOJIAMHU-PA3ACIUTEISIMHU, B CIIy4ae €CIU MoJie UMEEeT TMHHBIN (opMaT U B COJIepKaHUHU
MOJISI IPUCYTCTBYET CUMBOJI-pa3IeIUTEh, TPUMEHSIOTCS CUMBOJIBI-OIPAHUYUTEIIH MOJIEH.

32. JImst ’KypHAJIOB perucTpanuu coobITui ucnonb3yercst konupoBka UTF-8.
33. B oxgun ¢aiin xKypHana perucTpanu coObITUN HE JOMYCKAeTCsl 3aluch COOBITUI,
MMEIOIUX pa3Hble (OpMaThl IaHHBIX.

IIpunoxenue 5
k [IpaBuiam npoBeaeHHs
MOHHTOPHHTA 00eCIIeUeHIs
WHPOPMALMOHHON 0€30MIaCHOCTH
00beKkTOB MH(DOpPMATU3ALINT
""3]IEKTPOHHOIO IIPaBUTEILCTBA"

U KPUTHYECKH BaXKHBIX OOBEKTOB
MH(OPMaMOHHO-KOMMYHHKAITMOHHOM
HHPPACTPYKTYPHI
®opma

ITepegens maHHBIX 00 yA3BUMOCTH 00BEKTa HHPOpMaTH3anuH "HIICKTPOHHOTO IPaBUTEIHCTBA"

Kommnonent
HasBanme o0BeKTa
Hata u Bpems JononHurensH
o0bekTa nHpopmaTuzar Omnucanue
obOHapyxenus KoHTyp Ilo i
uHpopMaTu3all UM (Ha3BaHUe, YSI3BUMOCTH
YSI3BUMOCTH nHpOPMALIUST
15051 IP, hostname u
T.J1.)
1 2 3 4 5 6 7
Buemnuii/
BuyTtpennuii
KOHTY]

IIpunoxenue 6
k [IpaBuiam npoBeaeHus
MOHHTOPUHIA 00CCIICUCHUS
WHPOPMALIMOHHON 0€30MTaCHOCTH
00BEKTOB HH(POPMATH3AIHH
""3JIEKTPOHHOTO IIPaBUTENHCTBA"

U KPUTHYECKH BaXKHBIX 00BEKTOB
MH(OPMaMOHHO-KOMMYHHKALMOHHOM
UHQPACTPYKTYpBI
®dopma



Kareropmu npuaus HeyCTpaHEHH YI3BUMOCTH U 000CHOBaHHE IIPUINHEI HEYCTPaHEHHS

Kareropun npudnH HeycTpaHEHUs! ySI3BUMOCTH O06ocHOBaHNE IPHUYNHBI HEYCTPAHEHHUS YSI3BUMOCTH

Omnuncanue YS3BUMOCTH M COCTOSHHE OOBEKTa

uH(popMaTu3anmu "3MEKTPOHHOTO PaBUTENILCTBA"

MPEANPHUHATEIE MEPHI 110 YCTPAHEHHUIO YSI3BUMOCTH;
[IpousBoacTBEeHHAsI HEOOXOAUMOCTD OPUYMHBI M XapakTep TpeOyeMbIX H3MEHEHHIl B

o0bekTe nHpOpMaTH3ALINY;

CPOKH YCTpaHCHHA YA3BHUMOCTH, HE IIPEBLIIIAIONINC

IIECTH MECSIIEB C MOMEHTA EPBOT0 0OHAPYKEHUSI.

Omnuncanme YS3BUMOCTH H COCTOSHHE OOBEKTa
nH(pOpMaTH3AINH "HIIEKTPOHHOTO MPaBUTEIHCTBA", a
TAaKXE TPOBCIACHHBIC MCPOIPUATHA IO CHHIKXCHHUIO

Va3BUMOCTD HYJICBOT'O IHA

BCPOATHOCTHU SKCILTyaTallun YSI3BUMOCTHU.

Omnmncanne XapakTEPHCTHKH WIH COCTOSHHE OOBEKTa
JloxHoe cpabaTrIBaHNE nHQOpMaTH3auK "INEKTPOHHOTO TPaBHUTEIHCTBA",
OIIPEIeNIEHHOTO KaK ySI3BUMOCTb.
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